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Abstract

Numerical abstract domains vary in their expressiveness;
more expressive domains like Zones yield more precise in-
variants than Intervals. A comprehensive approach to select-
ing abstract domains is a minimal comparison of abstract
states. However, to be effective, it requires abstract states to
be free of spurious constraints. While previous work devel-
oped spurious constraint elimination for Zones, this work
introduces a novel algorithm for eliminating such constraints
for Octagons.

We evaluate our approach by comparing the precision of
6,930 invariants from different abstract domains. Our results
show that the minimal comparison reclassifies many invari-
ants as equivalent, thus, reducing the impact of Octagons’
expressiveness on invariant precision.

CCS Concepts: « Theory of computation — Program anal-
ysis; Program verification; Invariants.
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1 Introduction

The tradeoff between expressiveness and efficiency of dif-
ferent numerical abstract domains such as Zones [25], Oc-
tagons [27] or Intervals, requires an understanding of the im-
pact of precision loss when choosing a more efficient, but less
expressive abstract domain. While related work [1, 7, 18, 24]
establish relations between program structural characteris-
tics and an appropriate abstract domain choice, this infor-
mation alone is insufficient to comprehensively compare
domains.

Traditionally comparing two abstract domains, D; and D5,
where the former is more precise than the latter, involves
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comparing their invariants I; and I, at the same program
locations. If the invariants of D; dominate in precision then
one concludes a high impact on precision gain if D; is se-
lected. Other works [8, 16, 28], create a distance metric to
compare abstract states. However, in the context of data-flow
analysis (DFA), previous work [3, 4] show that a novel min-
imal comparison technique provides more insight into the
precision gain or loss when choosing D; or Dy, respectively.

The minimal comparison leverages the fact that at each
computational step, DFA applies incremental changes to an
abstract state, i.e., a transfer function only modifies a part of
an abstract state. While other techniques use incremental-
ity to improve performance [2, 13, 20], the line of work on
minimal comparison uses incremental updates to identify
the changed portion of the abstract state and hence, com-
pare only the updated parts of the resulting invariants. This
eliminates cases when an improvement in precision in one
statement propagates through the entire computation. For
example, in this sequence of statements 1:x = y + 2,2:z =
2,3:w = 4 - z,using Zones increases precision after state-
ment 1: but for the other two statements, Zones computes
the same invariants as Intervals for z and w components of
abstract states. Yet, comparison of the entire state results in
Zones being globally more precise.

To effectively apply the minimal change algorithm [3],
it is imperative to remove spurious dependencies between
variables in a fully closed form of an abstract state. While
previous work developed such an algorithm for Zones [3, 4],
it cannot, however, be directly applied to Octagons because
of the substantial differences in their state representations.
Thus, in this work we present a novel algorithm for remov-
ing spurious dependencies for fully closed Octagon abstract
states, which we describe in Section 3. Equipped with this
new algorithm, we perform extensive empirical evaluation
on how comparing minimal changes of invariants impacts
comparison of abstract domains within the context of DFA,
Section 4. We discuss related works in Section 5 and finally
conclude with future works in Section 6.

2 Background
2.1 Zones

The Zones domain [25] represent predicates via a strict unit
difference formula, extending the intervals domains with
the template formula x — y < ¢, where x and y are program
variables, and ¢ is a numerical constant from one of {Z, Q, R}.
Interval valued constraints are encoded by adding a special
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variable, typically denoted vy, such that its value is always
zero. Thus, x —09g <b —= x-0<b — x <band
vw—x<—-a = 0-x<-a = x > a are sufficient to
encode the interval for x: x +— [a, b]. Figure 1 depicts the
directed, weighted graph representation of a Zone state for
the interval constraints x +— to[a, b] A y > to[c, +00). The
nodes of the graph represent the constraint variables, and the
edge weight denotes the difference constraint between the
variables. The direction of the edge represents the ordering
of the formula. Moreover, the graphical representation has
an isomorphic representation as a difference bounded matrix
(DBM).

The usefulness of the directed, weighted graph representa-
tion is in using shortest path closure algorithms, e.g., Floyd-
Warshall [11], to infer constraints between variables and to
otherwise normalize the possible constraint system. As such,
Figure 1 has a dashed edge between x and y representing
the constraint x — y < b — ¢, an inferred constraint via such
a closure operation.

Figure 1. Directed weighted graph representation of unit-
difference constraints of a Zone abstract state.

2.2 Octagons

The Octagons domain [27]' extends the unit difference of
Zones by encoding unit constraints over program variables
in the forms +x + y < ¢ and +x < 2c. The symbols x, y rep-
resent program variables, and c is a numerical constant®. To
efficiently manipulate such constraints, researchers proposed
an encoding [9, 13, 27] where each program variable trans-
lates to a pair of constraint nodes, denoted here as x* and
y*, which can similarly be expressed as a directed, weighted
graph using difference constraints. The standard Octagon en-
coding rules are shown in Figure 2. Notice, while an Octagon
uses DBMs to represent its constraints, it necessarily doubles
the graph nodes to encode the plurality of each variable, e.g.,
x*.

Consider the code snippet: if (y >= a){ x =b; . ..}
for example, where a, b are constants and x, y are program

1Also known as the unit two variables per inequality (uTVPI) domain.
2Qur work focuses on integer constraints, but should easily extend to Q
and R since integers require additional care the others do not.
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Figure 2. Standard encoding rules for converting program
variable space predicates and converting them to octagonal
variable space.

variables. The graph and DBM in Figure 3 shows the octago-
nal encoding of the state on the true branch, ie,y > a ~
y -yt <—-2aandx=b~ xT—x" <2bAx" —x* < -2b.
After processing x = b, DFA modifies the state in Fig-
ure 3a, with the newly added constraints depicted in the
highlighted box. We collect these newly added edges into
a set, de, which represents the changed edges as it relates
to the abstract state. In this case, the set de is equal to the
following {(x*,x~, 2b), (x~,x*, —2b)}, which is equivalent
to the logical expression, x* —x~ <2b A x~ —x* < —2b.

2.3 Symbolic Predicates Abstract Domain

For evaluating our comparison, we use a so-called symbolic
predicate domain to represent an instance of an incompa-
rable domain. The Symbolic Predicates abstract domain ex-
tends the well-known Predicates domain with arbitrary in-
equality formula. These inequalities are automatically in-
ferred through the program’s transfer functions when per-
forming Predicate analysis [30]. Furthermore, since these
inequalities are arbitrary, they can add exact, relational infor-
mation to the predetermined set of predicates. For example,
using the Sign domain, interpreting the expression y = —2x,
with an incoming state of x — {-} Ay — T, becomes
x — {-} Ay — {+}. Augmenting with symbolic informa-
tion, the expression after computing its transfer function
becomes x — {-} Ay — {+} Ay = —2x, a precise relational
representation of the assignment. We simply use this domain
as an instantiation of an incomparable domain to Octagons.

2.4 Additional Notations

While we use some common notation throughout this work,
we define some of the notation for clarity. When using the
matrix notation for DBMs, we often use index variables i, j,
1, J. Previous work has used the latter two, to represent the
“negative” dual of the former [9]. That is, we denote variable
pairs within the octagonal encoding using i and 7 for each
real program variable such that i @ 7 = 1, where & is the
exclusive or (XOR) operator. Furthermore, we can recover
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(b) Isomorphic difference bounded matrix (DBM) representation of
the same octagonal state.

Figure 3. Fully, strongly closed Octagons represented as a
weighted, directed graphs and its equivalent representation
as a difference bounded matrix (DBM). The state contains
y = a A x = b as well as inferred constraints x —y < b +a A
—x —y < a—b. The double circles denote changed variables,
dashed edges denote inferred edges through closure.

any index’s pair by flipping operands: i ® 1 = 1. Thus, an
edge between i and 7 represents the interval edges between
a variable within an Octagon constraint system. Moreover,
these notations are equivalent to the even/odd 2i, and 2i, +1,
encoding described by Miné [27].

2.5 Spurious Constraints

The critical step of finding a minimal state change is to pre-
cisely identify all variables, Avars, affected by the newly
added constraint de. To do so, our previous work [3] explores
the neighborhood of the changed variables dv of de within
the graph [3]. In our running example, the gray box includes
all affected variables Avars, which in this case is only the
changed variables dv since there are no edges connecting
them to y* and y~.

However, when an abstract state is in a canonical, fully
closed form, those variables become connected through im-
plicit constraints shown as dashed edges in Figure 3a, hence
marking the variables y* as changed too. We call these edges
spurious since they do not further constrain the bounded
region, but also decrease the precision of finding a minimal
state change. To further illustrate this point, Figure 4 shows
the feasible region for our running example constraints. No-
tice, however, that each of the inferred relational constraints
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Figure 4. A projection of the feasible region from our run-
ning example constraints, defined in Figure 3

Algorithm 1 Identify minimally changed variables within
an Octagon.

Require: M is a strongly closed Octagonal DBM and de be
the set of changed vertices within M.
do — {}
for (i, j) € de do
if i = j v IsIntervalValued (i, j) then
dv — do U {i, j}
else
dv «— do U {i}
end if
end for
Avars « dv
for v € dv do
Avars « Avars U {ili € {0...2N} A M,; < +co}
{Select forward reachable variables}
122 Avars « Avars U {ili € {0...2N} A M;, < +oo}
{Select backward reachable variables}
13: end for
14:
15: return Avars

R A A S o L

_ =
- O

connecting x and y are purely tangential to the actual avail-
able values of x and y.

Since the fully closed form is imperative for running DFA,
e.g., for comparing states, we propose a new algorithm for re-
moving such spurious constraints in Octagon abstract states,
which we discuss in the next section.

3 Minimal Comparison

Algorithm 1 extends the algorithm from previous work [3]
to identify minimally changed variables Avars when an ab-
stract state M’ is updated to a new state M after processing
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Algorithm 2 Constraint reduction algorithm for Octagons

Require: M = C(M): M is a fully closed Octagon DBM
Ensure: (C o R)(M) = M: The closure of the reduction is
equivalent to M.
1: forallie{0,...,2N} do

2 forall j € {0,...,2N} do

3 if i = j v IsIntervalValued (i, j) then
4 continue

5: end if

6 if Mi,j > w then

7 M;j < +o0

8 end if

9:  end for

10: end for

a set of constraints de, where each constraint contains a
triple of variables (i, j, w). After Avars are identified, then
only constraints containing those variables are selected for
comparison. Thus, the smaller the set of changed variables
that Algorithm 1 returns, the more precise the comparison.

The algorithm takes the updated fully closed state en-
coded as a DBM M and the constraint set de associated with
the update, where de is the set of incoming, modified con-
straints. First, on lines 2-8, the algorithm iterates over each
constraint to determine whether i or j indeed changed. The
IsIntervalValued predicate function simply returns true

if the condition i @ j ; 1 succeeds. Next, on lines 10-13, the
algorithm finds variables that are affected by the directly
updated variables do. Since M is fully closed, it requires only
one “forward” step and one “backward” step in the graph’s
representation of M. Here N denotes the number of pro-
gram variables and |M| = 2N X 2N, as per standard Octagon
encoding that doubles the variable space [27].

However, when applied to fully closed states, Algorithm 1
is ineffective in identifying minimal changes because such
states contain many spurious constraints for variables that
encode interval values, similar to x and y from our exam-
ple in Figure 3. That is, as part of the closure operation and
necessary operation, many variables become spuriously con-
nected. In our example, x becomes spuriously coupled with
y in the constraint x — y < b — a. Algorithm 1 identifies x
and y as part of the Avars set and uses both for comparison,
instead of just x. Therefore, we need a technique which re-
moves these spurious constraints in M before passing this
DBM to Algorithm 1.

We define a spurious constraint as a redundant constraint
coupling variables within a DBM M. A positive-negative pair
of variables within the octagonal DBM represent the interval
bounds of a program variable, e.g., (xl.+, x7,2b) = x < b,
where i @ 7 = 1; dually for the other direction. Due to the
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closure operations, pairs of variables become coupled in a
constraint. Notably, this is a desired property of closure and
weakly-relational domains since it may add more precise
information. However, if a constraint is the result of only
interval constraint closures, then we label it as spurious. For-
mally, a constraint M; ; in an Octagon matrix M is spurious
when the following two conditions hold:

1L.Li#jAi®j=1,and
2. Mi,j > (Mij + Mj,j)/z.

The first condition ensures that it is not itself an interval
constraint. For example, we do not consider constraints such
as M;;. The second condition checks that a constraint over
two variables is less or equally constraining than its strong
closure [27].If this constraint is stronger, it is more restrictive
than the interval values alone.

Our novel Algorithm 2 removes spurious constraints for
fully closed Octagons states, i.e., it removes all such recov-
erable constraints. To do so, the algorithm iterates over all
indices of the closed DBM M, lines 1-2, skipping interval
valued constraints, line 3. Here, as before, N is the number of
program variables. In lines 6-7, if the constraint is spurious,
the algorithm sets its value to +oco.

The runtime for Algorithm 2 is O(N?). Since the for loops
are definite with increasing indices, assuredly the algorithm
terminates. Furthermore, the correctness of the algorithm is
given by its post-condition where all removed constraints
are recoverable by reapplying (strong) closure.

4 Experiments and Results

To evaluate the effectiveness of the spurious constraint re-
duction algorithm for Octagons, we compared the precision
of invariants, via logical implication, computed by DFA us-
ing Octagons against those from other abstract domains. To
establish the baseline data, we compare entire invariants, i.e.,
full state comparison or Full Comparison (FC). Next, we min-
imally compare invariants using Minimal Neighbors (MN) by
selecting only the constraints of changed variables by lever-
aging Algorithm 1. Lastly we apply MN on invariants that
underwent the spurious constraint reduction as described in
Algorithm 2 (MN + Reduction).

We divide experiments into comparisons of Octagons with
Zones and Intervals, i.e, comparable numerical domains, and
an incomparable, Symbolic Predicates, domain. Within the
comparable experiments, we subdivide the comparisons into
three categories again: full comparison, our baseline; min-
imized comparison, that is, only using Algorithm 1; and
minimized plus reduction, Algorithm 1 + Algorithm 2.

The Symbolic Predicates domain [30] used in this study
includes the following initial disjoint predicate elements:
{(=00,-5], (-5,-2], -1, 0, 1, [2,5), [5, +o0) }. This predicate
domain was derived from values identified from a previous
empirical study [10]. While specialized predicates for each
program would likely improve precision for the symbolic
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Table 1. Intervals and Zones vs Octagons invariants com-
parison

Technique I=0 I<0 Z=0 Z<0
Full Comparison = 1523 5407 5138 1792
MN 3894 3036 6183 747
MN + Reduction 4439 2491 6527 403
Table 2. Octagons and Symbolic Predicates
Technique O=P O<P O>P O<-P O?P
Full 1179 3082 499 2159 11
MN + Reduc 3768 2514 280 368 0

Predicates domain, we chose a generic domain since our in-
terest lies in the trends within the logical entailment results
between domain instances. Moreover, since our comparison
study includes the symbolic component derived by the ana-
lyzer, the Predicates domain already includes highly precise
information.

Each experiment uses subject programs consisting of 192
Java methods from previous research [6, 30], each exhibiting
various levels of complexity. The total number of invari-
ants is 6, 930 compared in three different ablated comparison
techniques. We used the Falcon [19] supercomputer and an
existing DFA framework [5, 29] to compute all analyses.

4.1 Comparable Domains

Table 1 shows the results of comparing Octagons (O) against
Zones (Z) and Intervals (I). Since the domains are ordered, an
invariant of I or Z can only be as precise (= O) or less precise
than Octagons (< O). The table includes the counts of each
comparison classification for each comparison technique.

The data shows that using full comparison, 78% of Octagon
invariants are more precise than Interval invariants. How-
ever, using only minimal selection, the proportion reduces
to 44%. In MN+Reduction, this proportion drops to 36%. A
similar trend occurs when comparing octagonal invariants
to zonal invariants: 26% to 11% to 6%, respectively.

4.2 Incomparable Domains

Table 2 shows the comparison results between Symbolic
Predicate and Octagon invariants. Since these domains are
incomparable, the table contains three additional classifica-
tions: O > P, Octagons less precise than Symbolic Predicates,
and O <> P, where both invariants are incomparable. A fifth
column, O ? P, represents instances where our solver, Z3 [12],
returned UNKNOWN. For this experiment, we used the iterative
algorithm from previous work [4] for comparing incompara-
ble domains and omit data for MN comparisons.
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The data reveals that the number of equivalent invariants
went up from 17% to 54%. The trends from other classifica-
tions are decreasing: from 44% to 36% for Symbolic Predicates
more precise, from 7% to 4% for Octagons more precise, and
from 31% to simply 5% for incomparable. Critically, minimal
comparison resolved all 11 queries that previously returned
UNKNOWN, a direct result of the reduced query size.

4.3 Discussion

The data from the tables suggests that the spurious reduc-
tion technique and minimized comparison allows for more
comprehensive comparison between abstract domains. That
is, our reduced and minimal technique of comparison of
invariants demonstrates a finer granularity of precision per-
formance, especially for Symbolic Predicates. Evaluations
show that the impact of Octagons on invariant precision
may not be that significant. These findings substantiate argu-
ments from previous work about weakly-relational domains
computing predominately interval invariants [13, 14].

5 Related Work

Research presenting new techniques or new abstract do-
mains tend to use one of two methods for comparison: ei-
ther logical entailment [26, 30], or property or invariant cap-
ture [13, 17, 18, 23, 24]. Our work fits into the former group of
work. However, this work extends previous work [3, 4] work
by providing algorithms for identifying minimal subsets of
Octagons.

In general, we notice an increasing amount of research
in measuring and quantifying the differences between var-
ious abstract domains [3, 4, 8, 15, 16, 28]. While our work
does not make any substantive arguments about distance
between Intervals, Zones, and Octagons, we do present sev-
eral techniques which we believe complement the current
research.

6 Conclusion

In this work, we presented a reduction algorithm for Oc-
tagons that leverages the incremental nature of DFA. Com-
bining with previous work on minimally comparing abstract
domains, the reduction provides a more granular view of the
precision benefits of Octagons compared to other numerical
domains. Using real-world programs, we empirically evalu-
ated the invariant precision of Octagons to Zones, Intervals,
and Symbolic Predicates. The results show that a significant
majority of invariants computed by Octagons are interval-
valued, experimentally confirming anecdotal comments of
other previous work [13].

As noted previously, the reduction algorithm combined
with work from Larsen et al. [21, 22] would complement
each other well in a model-checking context. Furthermore,
an interesting future direction of this work would be explor-
ing the interaction of the techniques for identifying minimal
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changes within weakly-relational domains complements re-
search attempting to create metrics around domain precision.
Finally, it remains an open question whether the set of mini-
mal changes can be used to improve the efficiency of DFA, by
reducing the number of comparisons needed to determine
subsumption or equality between Octagon states during the
fixed point computation.
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